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The Panel is not aware of any other legal proceedings which are pending or decided and which relate to the disputed domain name.

The Complainant owns many Trademark Registrations for the mark MIGROS including the following:

- Switzerland Trademark no. 3P-268357 M MIGROS, registered on December 28, 1973, in international classes 1-9, 11-12, and 14-34.;

- Denmark Trademark no. VR 1977 00344 MIGROS, registered on January 1, 1977, in international class 25.

Founded in Zurich in 1925, the Complainant is a Swiss retail company that is owned by its more than 2 million cooperative members.

The Complainant is also Switzerland’s largest retailer and is the country’s largest private employer. The Complainant operates
supermarkets and department stores, and provides services relating to wellness, travel, and catering.


https://udrp.adr.eu/

The Complainant also founded Migros Bank in 1958 and it provides a full range of banking services including online banking, loans,
mortgages, cards, and investments. Many trademarks are owned by the Complainant for the distinctive term MIGROS (registered in
1966) and variations thereof including MIGROS BANK (registered in 2011). The Complainant also owns many domain names that
incorporate the MIGROS trademark including <migros.com>, <migrosbk.com>, and <migrosbank.ch>.

The disputed domain name <bk-migros.com> was registered on July 14, 2023. The disputed domain name aims to attract consumers to
an impersonation website displaying the MIGROS trademark in connection with online banking services in order to deceive members of
the public into believing that they can safely deposit money with the Respondent or third parties.

The Complainant contends that the requirements of the Policy have been met and that the disputed domain name should be transferred
to it.

NO ADMINISTRATIVELY COMPLIANT RESPONSE HAS BEEN FILED.

The Complainant has, to the satisfaction of the Panel, shown the disputed domain name is identical or confusingly similar to a trademark
or service mark in which the Complainant has rights (within the meaning of paragraph 4(a)(i) of the Policy).

The Complainant has, to the satisfaction of the Panel, shown the Respondent to have no rights or legitimate interests in respect of the
disputed domain name (within the meaning of paragraph 4(a)(ii) of the Policy).

The Complainant has, to the satisfaction of the Panel, shown the disputed domain name has been registered and is being used in bad
faith (within the meaning of paragraph 4(a)(iii) of the Policy).

The Panel is satisfied that all procedural requirements under UDRP were met and there is no other reason why it would be inappropriate
to provide a decision.

In view of Respondent's failure to submit a response, the Panel shall decide this administrative proceeding on the basis of
Complainant's undisputed representations pursuant to paragraphs 5(f), 14(a) and 15(a) of the Rules and draw such inferences it
considers appropriate pursuant to paragraph 14(b) of the Rules. The Panel is entitled to accept all reasonable allegations set forth in a
complaint; however, the Panel may deny relief where a complaint contains mere conclusory or unsubstantiated arguments. See WIPO
Jurisprudential Overview 3.0 at paragraph 4.3; see also GROUPE CANAL + v. Danny Sullivan, 102809 (CAC January 21, 2020) (“the
Panel, based on the poorly supported and conclusory allegations of the Complainant, retains that the Complainant has not prevailed on
all three elements of the paragraph 4(a) of the Policy and, therefore, rejects the Complaint.”)

a. The disputed domain name is confusingly similar to a trademark or service mark in which the Complainant has rights

Paragraph 4(a)(i) of the Policy requires that the Complainant demonstrate its ownership of trademark rights and that the disputed
domain name is confusingly similar to such trademark. Boehringer Ingelheim Animal Health France / Merial v. S Jon Grant, 103255
(CAC September 30, 2020) (“it is imperative that the Complainant provides evidence that it has rights in a trade mark or service mark,



following which the Panel shall assess whether or not the disputed domain name is identical or confusingly similar to the Complainant’s
trade mark(s).”).

The Complainant has submitted screenshots from the websites of the World Intellectual Property Office (WIPO) as evidence that it owns
registered rights to its asserted MIGROS trademark in many jurisdictions. Although the Complaint claims ownership of International
Trademark no. 315524, registered on June 23, 1966, in international classes 3, 7, 8, 9, 11, 21-31, 34, the submitted evidence does not
support this particular claim as no registration number is stated in the Complainant’s Annexure VI. The earliest registration listing the
owner as the named Complainant in this case is from Switzerland for the mark M MIGROS and recites a registration date of December
28, 1973. Another listing, from Denmark, for the mark MIGROS recites a registration date of January 1, 1977. Registration with such
national and multi-national offices has been found sufficient to satisfy the threshold requirement of proving trademark rights under
Paragraph 4(a)(i) of the Policy. Margaritaville Enterprises, LLC v. Neil Wein, FA 1916531 (FORUM November 9, 2020) (“It is well
established by decisions under this Policy that a trademark registered with a national authority is evidence of trademark rights”). The
disputed domain name adds the letters “bk” and a hyphen to the MIGROS trademark and the Complainant asserts that this increases
the confusing similarity of the disputed domain name as a significant portion of the Complainant’s business involves banking. The
domain name further adds the “.com” gTLD. Thus, the Complainant asserts that the second level of the disputed domain name is
confusingly similar to the asserted trademark and will lead internet users to wrongly believe that the disputed domain name originates or
is endorsed by the Complainant. Prior panels have found confusing similarity under similar fact situations. Avast Software s.r.o. v. Milen
Radumilo, 102384 (CAC April 19, 2019) (“it is well accepted that where the relevant trademark is recognizable within the disputed
domain name, the addition of descriptive terms would not prevent a finding of confusing similarity.”).

Also, the extension “.com” typically adds no meaning or distinctiveness to a disputed domain name and may most often be disregarded
in the Paragraph 4(a)(i) analysis. Novartis AG v. Wei Zhang, 103365 (CAC December 9, 2020) (“it is generally accepted that the
addition of the top-level suffix in the domain name (e.g., ‘.com’) is to be disregarded under the confusing similarity test”).

Accordingly, the Panel finds that the Complainant has rights to its claimed trademark and that the addition of a descriptive word thereto
in the disputed domain name is insufficient to avoid a finding that it is confusingly similar to the Complainant’s trademarks. Thus, the
Complainant has satisfied Paragraph 4(a)(i) of the Policy.

b. The Respondent has no rights or legitimate interests in respect of the disputed domain name

Pursuant to Paragraph 4(a)(ii) of the Policy, the Complainant has the burden of making a prima facie showing that the Respondent has
no rights or legitimate interests in the disputed domain name. Cephalon, Inc. v. RisklQ, Inc., 100834 (CAC September 12, 2014). Once
this burden is met, it then shifts to the respondent to demonstrate that it does have rights or legitimate interests in the domain name.
Paragraph 4(c) of the Policy offers the Respondent several examples of how to demonstrate its rights or legitimate interests in the
disputed domain name.

With reference to Paragraph 4(c)(ii) of the Policy the Complaint states that “the Respondent is neither a licensee nor authorized agent of
the Complainant nor in any other manner authorized to sell the Complainant’s products/services or use the trademark MIGROS in any
form.” The Respondent has not participated in this case and so it does not contest this. As such, the Panel concludes that the
Respondent is not affiliated with the Complainant, nor is it authorized or licensed to use the Complainant’s trademark or to seek
registration of any domain name incorporating the asserted trademark. Furthermore, the Registrar for the disputed domain names
identifies the Registrant only as “Claude Jean”. There is no evidence that the Respondent is known otherwise and its use of the
Complainant’s trademark on its website does not, alone, support a different conclusion. Madonna Ciccone, p/k/a Madonna v. Dan Parisi
and "Madonna.com", D2000-0847 (WIPO October 16, 2000) (“use which intentionally trades on the fame of another” should not be
considered. “To conclude otherwise would mean that a Respondent could rely on intentional infringement to demonstrate a legitimate
interest, an interpretation that is obviously contrary to the intent of the Policy.”) Based upon the available evidence in this case, the
Panel cannot conclude that the Respondent is commonly known by the disputed domain name.

Next, under Paragraphs 4(c)(i) and 4(c)(iii) of the Policy the Panel considers whether the Respondent is using the disputed domain
name to make a bona fide offering of goods or services or whether it is making a legitimate non-commercial or fair use of the disputed
domain name. The disputed domain name resolves to a website that makes prominent use of the Complainant’s trademark and claims
to offer online banking services. Using a confusingly similar domain name to pass oneself off as a Complainant is not a bona fide
offering of goods or services or a legitimate non-commercial or fair use per Paragraphs 4(c)(i) or (iii) of the Policy. See Ripple Labs Inc.
v. Jessie McKoy / Ripple Reserve Fund, FA 1790949 (FORUM July 9, 2018) (finding that the Respondent did not use the disputed
domain name to make a bona fide offering of goods or services per Paragraph 4(c)(i) of the Policy or for a legitimate non-commercial or
fair use per Paragraph 4(c)(iii) where the website resolving from the disputed domain name featured the Complainant’s mark and
various photographs related to the Complainant’s business). Here, the Complainant claims that the “Respondent has used the Disputed
Domain Name to impersonate Complainant for financial gain” and that “[t]he disputed Domain Name registered by the Respondent is
clearly intended to exclusively “pass off” as the Complainant herein and have a free ride on its reputation and goodwill.” The
Complainant provides screenshots of the Respondent’s resolving website and the Panel notes that this prominently displays the term
BK MIGROS along with an orange-colored logo, though in a different design than the orange logo used by the Complainant on its own
website and social media pages. The page is in the French language but further states, as translated into English by the Complainant,
“Our online banking services are even easier to use” and “Banking transactions at any time...” It goes on to say “Welcome to our Bank...
We are a leading player in the provision of online banking services to individuals and professionals. Established as a financial and



banking institution, we are today the benchmark for online banking in the world.” The Panel further notes the existence of numerous
links inviting users to “Open your account”, “Apply for a loan”, and to apply for certain credit cards. Finally, the footer of the
Respondent’s website displays the copyright notice “MIGROS BK © 2023. All Rights Reserved.” The Complainant also submits
evidence that a Mail Exchange (MX) record has been configured for the disputed domain name and asserts that “the disputed Domain
Name is being or intended to be used for phishing or other fraudulent purposes through the use of email IDs ending with ‘@bk-
migros.com’....” The Complainant’s assertion that this use of its trademark is for the purpose of impersonation and illicit commercial gain
appears well-founded and the Respondent has not filed a Response or made any other submission in this case to offer an alternative
explanation for its actions. As the Complainant has made out a prima facie case that has not been rebutted by the Respondent, upon a
preponderance of the evidence before it the Panel finds that the Respondent fails to make a bona fide offering of goods or services or a
legitimate non-commercial or fair use of the disputed domain name per Paragraphs 4(c)(i) or (iii) of the Policy.

c. The disputed domain name was registered and used in bad faith

Under Paragraph 4(a)(iii) of the Policy, the Complainant must demonstrate both that the disputed domain name was registered and is
being used in bad faith. Further guidance on that requirement is found in Paragraph 4(b) of the Policy, which sets out four examples of
possible actions by the Respondent that may satisfy this burden of proof.

Inherently prerequisite to a finding of bad faith under Paragraph 4(a)(iii) of the Policy is some attribution of knowledge of the
Complainant’s claimed trademark, whether actual or based upon a conclusion that the Respondent should have known of the
trademark. See, Domain Name Arbitration, 4.02-C (Gerald M. Levine, Legal Corner Press, 2nd ed. 2019) (“Knowledge and Targeting
Are Prerequisites to Finding Bad Faith Registration”); USA Video Interactive Corporation v. B.G. Enterprises, D2000-1052 (WIPO
December 13, 2000) (claim denied where “Respondent registered and used the domain name without knowledge of Complainant for a
bona fide commercial purpose.”). See also, WIPO Overview 3.0, par. 3.1.1 (when examining whether “circumstances indicate that the
respondent’s intent in registering the disputed domain name was in fact to profit in some fashion from or otherwise exploit the
complainant’s trademark”, Panels may consider such issues as “the respondent’s likely knowledge of the complainant’s rights”). Here,
the Complainant claims that its mark is famous and that it “has painstakingly built up a good reputation worldwide.” Further, the
Complainant points to the Respondent’s impersonation activities at its website. In support of its claims, the Complainant has submitted
screenshots of its own website as well as of some of its social media pages. Based on this evidence and the Respondent’s passing off
activities, the Panel concludes that the Respondent had actual knowledge of the Complainant’s trademark at the time it registered the
disputed domain name.

Next, the Complainant argues that the Respondent registered and uses the disputed domain name in bad faith as the Respondent
fraudulently impersonates and passes itself off as the Complainant. Using a confusingly similar domain name to pass oneself off as a
complainant can demonstrate bad faith under Paragraphs 4(b)(iii) and (iv) of the Policy. See Abbvie, Inc. v. James Bulow, FA 1701075
(FORUM November 30, 2016) (“Respondent uses the <abbuie.com> domain name to impersonate Complainant’s CEO. Such use is
undeniably disruptive to Complainant’s business and demonstrates bad faith pursuant to Policy Paragraph 4(b)(iii), and/or Policy
Paragraph 4(b)(iv)”). The Complainant asserts that, by use of the disputed domain name, the Respondent “has sought to attract users
to its site by creating confusion between its site and the Complainant’s.” The evidence in this case shows that the Respondent has, for
commercial gain, used its website at the disputed domain name to pass itself off as the Complainant to actual and potential customers in
furtherance of allegedly promoting online banking services under the BK MIGROS trademark. The Respondent has not participated in
this case to explain its actions and so, based upon a preponderance of the available evidence, the Panel finds it highly likely that the
Respondent registered and uses the disputed domain name in bad faith by seeking commercial gain through confusion with the
Complainant’s trademark, per Paragraph 4(b)(iv).

Next, the Complainant notes that the disputed domain name has been configured for mail exchange (MX) servers and claims that this
indicates a risk that Respondent using the disputed domain name for email phishing activities. Prior decisions have inferred an intent to
use a disputed domain name for sending email based upon the creation of associated MX records. In The Standard Bank of South
Africa Limited v. N/A / mark gersper, FA 1467014 (FORUM December 5, 2012), the Panel noted that the “Complainant contends this
phishing could be carried out via email and not just through a website. Complainant has examined the domain name’s MX records and
they apparently allow the transmission of email, which would not be necessary if the domain name was merely parked. The Panel finds
Complainant’s allegations about the possibility of Respondent using the disputed domain name for phishing sufficient...”). This inference
has been adopted in other decisions. See, e.g., Pepsico, Inc. v. Allen Othman, 102380 (CAC April 25, 2019) (“The Complainant
submits, fairly, that the preparatory steps in relation to email addresses could enable the inappropriate sending or receipt of email
communications purporting to emanate from, or intending to be received by, the Complainant. These preparatory steps (configuring
‘MX’ or mail exchange records) have [been] considered in relation to ‘use’ for the purposes of the Policy by other Panels, which the
present Panel has considered of its own motion.”). In the present case, the Complainant submits a screenshot showing that an MX
record has been created for the disputed domain name thus indicating that it may be used for the sending and receiving of phishing
emails. While, in the abstract, the creation of such record does not indicate any ill intent, in the circumstances of the present case where
a domain name that is confusingly similar to the Complainant’s well-known trademark has been created by the Respondent and used for
an impersonation website, this MX record does require some further explanation which the Respondent has not provided. As such, the
Panel finds that the existence of an MX record for the disputed domain name further supports the conclusion that it has been registered
and used in bad faith under paragraph 4(a)(iii) of the Policy.



In light of the above, the Panel finds firm ground upon which to conclude that the Respondent both registered and uses the disputed
domain name in bad faith under paragraph 4(b)(iv) of the Policy.

Accepted

1. bk-migros.com: Transferred
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